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NopoBetiko MNAaiolo

Kawvoviopol

Anodoaon 165/2011 Anodaon 205/2013
Kavoviopog yia tn Kavoviopog yia tnv
AwooddAion tov Atopprtou Aodalela kot Tnv AKEpootntTa
TwV HAEKTPOVIKWV AKTUWV Kol YINpeoLwv
EMKOLVWVLWV. HAektpovikwv Emikowvwviwyv

(DEK 2715/B/17.11.2011) (DEK 1742/B/15.7.2013)
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To npwtokoAAo SS7 — [evika

e [evikec MAnpodoplec
— ZUVOAO TPWTOKOAAWV yla TIOPOXN UTINPECLWV O SikTua
otaBepn¢ Kat Kvntng tnAedpwviag
— AvarmtuxOnke otig dekaetieg 70 ko 80
— Xpnouomnoleital ota diktva kKvntnc 2G/3G
 4G/5G — DIAMETER / ...
* Baown Attia EutaBeLwv
— nepLBAAAOV gUTILOTOCUVNC <& AVOLYTO TEPLBAAAOV

e Naykoouiwe: 5 6 xproteg, 2000 mapoxot, 220 xwpes (mnyn:
GSMA)

— EANAewpn pnyxovicpwv aodpaielac (avbevikonoinon)

— MapoyxoL: TNAEMLKOWWVLIAKOL, TIEPLEXOUEVOU, UTINPEOCLEC
nov Boacifovtal otov evtonouo Bgong, ...
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To MPWTOKOAANO SS7 — APXLTEKTOVLKN

MSC/VLR
SS7
Interconnect
MSC/VLR
Mapoxog A Mapoxog B
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To npwtokoAAo SS7 — 2tolpa

Mobile Application Part CAMEL Application Part
(MAP) (CAP)

Transaction Capabilities
Application Part (TCAP)

Signalling Connection
Control Part (SCCP)

Message Transfer Part
(MTP)
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To MPWTOKOAAO SS7 — ATteLAEC

Avaktnon 6ebopévwy

AntokaAuvn MAnpodoplwv AlkTuou S Sraron

Evtomiopog yewypadikng B€ong
Avaktnon IMSI
Eupeon YmoAoimou

ArtokdAun MAnpodoplwv
Xpnotwv/Zuvdpountwv

YriokAorn (Interception) KAnoeig, SMS, kivnon dtadiktuou,...

AloBgoLlpotnTa UTTNPECLWY SLKTUOU
Apvnon Yninpeoiag (DoS) Hotn ne

Arntoduyn XpEwong
Aratn (Fraud) Artevepyoroinon opiwv TipuoAdynong
XpEwon tpitwv

AverOupuntn AAMnAoypadia (Spam) Oykwdn¢ amootoAn; SMS & kKAnoewv
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To MPWTOKOAANO SS7 — ATELAEC
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M Location Tracking Subscriber Fraud
W Text Message Interception W Subscriber or provider Denial of Service
W Routing attacks M Call Interception

[nyn: “Signalling Security in Telecom SS7/Diameter/5G — EU level
assessment of the current situation”, ENISA, March 2018
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To MPWTOKOAANO SS7 — ATELAEC
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[nyn: “SS7 Vulnerabilities and Attack Exposure Report”, Positive

Technologies, 2018
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To MPWTOKOAANO SS7 — ATELAEC
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[nyn: “SS7 Vulnerabilities and Attack Exposure Report”, Positive
Technologies, 2018
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* MoapakoAovBnon Kivnong o€ MPAYUATIKO XpOVO
— QuAtpaplopa Mnvupatwy
— 2€ TIoLoUC KOMPBouC; 2ta akpa tou Siktuou; SS7 firewall;
* Alatipnon apxeiwv kataypadnc
— Eloepyopevn kall e€epxOUEVN Kivnon
— Mo mooo xpovo; Oykoc dedopevwy; Kootoc...
e Auvatotnta avaAuonc apxeiwv katoypodnc
— Jtatwotikn avaivon / Stateful analysis
— EUpeon avwpaALlwy Kol orTOKALGEWVY ATtO TOV K LECO OPO»
— JUOXETLONOC SLKTUOU TIPOEAELONG LLE cuvdpouNnTh
— AvaAuon Meplotatikwv AcpaAleLog
* EldIKA pETPA IpooTACLOC
— Evepyornoinon SMS Home Routing
— Armtoduyn Optimal Call Routing
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To mpwtokoAAo SS7 — Avtipetwriion EvmaBewwy

100%
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28,21%
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M Implement SMS Home Routing M Filtering on transit and end nodes

M Active Testing / Auditing Implement Signalling Firewall
B Other B Avoidance of Optimal Call Routing

B Implement Advanced Analytics

[nyn: “Signalling Security in Telecom SS7/Diameter/5G — EU level
assessment of the current situation”, ENISA, March 2018
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To mpwTtokoAAo SS7 — Avtipetwriton EvntoBeilwy

e Texvikéc Zuotdoslc GSMA

— GSMA FS.11 SS7 Interconnect Security Monitoring and Firewall
Guidelines
* Tpelwg Kupleg Katnyopiec Mnvupatwy Znpatodooiag
— Katnyopia 1: pnvopata evtog tou diktuou (block)

— Katnyopia 2: punvopata ané home network (intra-packet analysis)
— Katnyopia 3: punvopata amno visited network (advanced inter-packet analysis)

— GSMA FS.07 SS7 and SIGTRAN Network Security Issues
— GSMA IR.71 SMS SS7 Fraud Prevention
— GSMA IR.82 SS7 Security Network Implementation Guidelines

* Global Titles (GT) Black Lists
e Juvepyooia kot avtaAdayr mAnpodopLwyv e AAAOUC TAPOXOUC

e AvtaAlayn onupotodooiog HECW OUYKEKPLUEVWV «ooPaAwv»
KOVAALWV HE onUavTkouc dltaocuvdedeEVOUC TTAPOXOUC

e Amoduyn AaBwv dtapopdwaonc
e Juuuoppwon ue Kavoviotiko lNAaioto ...
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O poAoc tnc AAAE

Kavoviotiko MAaiolo AAAE
— Anodaon 165/2011, ApBpo 10 «MoAttiky Aodaletag Awktuou», ap. 10.3.4 «. o

UTTOXPEO MPOOWITO OWEIAEL va ETMIAEYEL, VO EVEPYOTTOLEL KOl VO TTOPAUETPOTOLEL OAOUC TOUC KaTdAAnAoug
UNXOQVIOUOUG AOQPAAELAC, eKUETAAAEUOUEVO TIC SuvaTOTNTeG Kat uedodouc aopdlsiag mou Stadetouv
(avapepeTal EVOEIKTIKA N KPUTTTOYPAPNOoN), Ti¢ SLEGVEIC, EUPEWC ATTOOEKTEC TIPAKTIKEC KOIL TTPOTUTIAL. .. »

EpwtnuatoAoylo mpog nmapoyouc (2015)

— Mapayovteg mou oxetilovtal pe eumabetec Siktvwv 2G/3G  (aAdyoplBuot
Kpumtoypadnong, aAdyoplOpol avBevtikomnoinong, ...)

— Napayovteg mou oxetilovtal pe eundBeleg mMPpwTOKoAAou SS7
JuoTAoelc 2kavowvoBikwy xwpwv (2015)
Arntavinon oe EpwtnuatoAoylo tn¢ Eupwrmaikng Emwtpornc (2016) péow
Yrioupyeiov Wnorakng MoALTIKAC
Texvikl 2vUotaon t™¢ AAAE yua tnv Avtiuetwriion EunmaBsiwv Awktowv
Kwntic ThnAedwviag (2017)

— AwBouAevon pe EETT/mapoyouc (2016-2017)

— Avakoilvwon Zemt. 2017 (oxL dnuooia dtabBeotun)
2TO HEANOV:

— Juvepyaoia pe aAloug dopeic (Evpwraikn Emtportr), ENISA, puBuLOTIKES apXEC)

— Emomrela, Kataypadn Katdotaong, MoapepuBacelg

— MeA€tn MPpWTOKOAAWV onpatodoaoiag SIKTUWV VEOC YEVLAG

80 INFOCOM SECURITY CONFERENCE Apxr Alao@aAiong Tou ATTOppPHTOU TWV

ABrva 18 — 19 AmpiAiou 2018 Etmikoivwviwy



www.adae.gr

Euxapliotoupe yia Tnv rpoooxn oacg !
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